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The importance of data to the development of Al applications is a well-known fact. Since the
previous decade, when the industry began to focus on the application of machine learning to
process vast volumes of data, artificial intelligence has made tremendous progress. In machine
learning systems, data correlations are discovered, and corresponding models are constructed,
which logically tie multiple ‘possible inputs' to ‘potentially correct replies.' In machine learning
applications, after being trained and educated on many examples, artificial intelligence systems
learn to make predictions. As a result, artificial intelligence has become increasingly ‘hungry'
for data, and this need has fuelled data collection, creating a self-perpetuating vicious cycle: the
development of Al systems based on machine learning requires and promotes the creationof
massive data sets, also known as big data. The combination of artificial intelligence with massive
amounts of data has the potential to deliver significant benefits for economic, scientific, and
societal progress. However, it also contributes to people's and society's worries,such as extensive
surveillance and its influence on citizen behaviour, polarisation and fragmentation in the public
realm, etc. Many applications utilising artificial intelligence manage personal information. A
personal data set can be utilised to train machine learning systems and, consequently, develop
their algorithmic models. Personal information can also beadded to data sets used to train
machine learning systems. Such models can be applied to personal data to derive inferences
about particular individuals. As a result of artificial intelligence, all forms of personal data can
be utilised to analyse, predict, and affect human behaviour, providing a valuable chance to
transform such data and their processing results intovaluable commodities. In domains such as
healthcare, for instance, where complicated decisions must be made based on a variety of
circumstances and undefined criteria, artificial intelligence enables automated decision-making.
Acrtificial intelligence systems can avoid typical psychological errors and be subjected to
stringent restrictions, making automated forecasts and conclusions not only more cost-effective,
but also more accurate and impartial inmany cases than human ones. In contrast, algorithmic
conclusions may be erroneous or biased,mimicking human biases while introducing new ones.

Even when automated assessments of individuals are fair and accurate, they have flaws: they
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may have a negative impact on the participants, who are subjected to pervasive observation,
constant review, constant influence, and even manipulation. (Sartor 2020). It provides the door
to new kinds of social knowledge and improved governance, but also raises the prospect of

'surveillance capitalism' and 'surveillance state’ as extremes. (Sartor 2020)

In addition to government regulation and public enforcement, the countervailing power of civil
society is required to discover abuses, inform the public, and mobilise enforcement in order to
adequately safeguard citizens from the threats posed by artificial intelligence misuse. Citizen
empowerment technology based on artificial intelligence, for instance, might play a key role in
this respect by enabling citizens to detect illegal practises, identify instances of unjust treatment,

and distinguish between phoney and unreliable information, among other things. (Sartor 2020)

Relationship with GDPR

The General Data Protection Regulation and artificial intelligence are neither friends nor foes. In
certain instances, the General Data Protection Regulation (GDPR) restricts or, at the very least,
complicates the processing of personal data within an Al environment. However, if we continue
to progress toward a fully regulated data market, it may eventually aid in establishing the trust
necessary for consumers and government officials to accept artificial intelligence. The General
Data Protection Regulation and artificial intelligence will always exist mutually. As more
artificial intelligence and data-specific legislation emerge throughout Europe and the world, we

can expect their relationship to mature and solidify. (Spyridaki 2020)

Prior to the GDPR, the EU's highest court, the European Court of Justice (ECJ), gave broad
interpretations of data privacy regulations in cases where personal data was being processed or
put at risk due to a lengthy and complex process. The European Court of Justice heard a case on
October 19, 2016, in which the German government was accused of violating the right to privacy
by recording dynamic IP addresses. (Breyer v Deutschland, 2016 C-582/14) Accordingto the ECJ,
certain IP addresses are protected under the DPD because controllers can "likely reasonably"
correlate their data with that of a third-party system that contains personally identifiable
information to identify specific users. The European Court of Justice displayed a liberal
interpretation of data protection regulations when it ruled that ostensibly anonymous
information can be used to identify a person if it is potentially exploited by a third party. This

expansive holding occurred under the less comprehensive DPD, so it is reasonable to anticipate
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that a presumption of infraction will almost certainly exist under the more restricted but broadly

defined GDPR. (Humerick 2006)

The purpose of the GDPR is to simplify data processing by establishing uniform data privacy
and protection standards. However, according to the European Commission, the GDPR's rapid
implementation, coupled with the high standards it establishes, threatens to result in enormous
liability risks for data controllers and processors around the world. Based on current Al
development models, machine learning and big data will cause businesses around the globe to
fall under the GDPR, regardless of whether they are aware of it or not. This liability risk wouldbe
significantly higher for unsupervised Al models, which by definition have little to no human
control. If an organisation falls within the GDPR's scope, it must comply with its regulations,
which is easier said than done. Even if a controller is located outside the European Union, Article
3is likely to hold them liable, particularly if they wish to conduct business with EU- based firms
or trade with EU-based companies. Companies found guilty face severe penalties,including
"administrative fines of up to 20,000,000 EUR or, in the case of an undertaking, up to 4 percent
of the previous fiscal year's total worldwide annual revenue, whichever is greater."(GDPR A. 83
(6) ) Based on the repercussions alone, certain companies may be dissuaded fromdeveloping Al.
Because Al's current development model does not comply with the GDPR's provisions, the
following provisions threaten to impede Al's development: (1) the right to consent; (2) the right
to be forgotten (erasure); (3) the right to data portability; and (4) the rightto explanation.
(Humerick 2006)

Conflicts

1. Right to Consent

While the General Data Protection Regulation (GDPR) specifies several legal bases for the
processing of personal information, the most prevalent method for lawfully processing
Personally Identifiable Information (PII) of consumers is through explicit consent for one or
more specific purposes. The European Union takes an opt-in approach to data privacy, meaning
that controllers may only process personal information with the data subject's explicit and
unambiguous consent. Article 7 places the burden on the controller to demonstrate, among other
things, that the data subject consented expressly and voluntarily. When it comes to children,
additional responsibilities are incurred. Under the General Data Protection Regulation, a

child under the age of sixteen is prohibited from consenting, though individual Member States
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may lower the age to thirteen. A controller may limit its liability by making "reasonable efforts"
to verify consent, whether through the parent or the child's age; however,these efforts must take
into account the available technology and the circumstances. (GDPR A.7) However, the GDPR
does not define "reasonable efforts,” and because available technology must be taken into
account, courts may be more critical of controllers and processors as a result. Obtaining consent
is a straightforward process but obtaining the right torevoke consent is a significantly more

difficult challenge.

Acrticle 7 stipulates that data subjects may withdraw their consent at any time. After consent has
been withdrawn, controllers and processors may attempt to continue processing the data inother
permissible ways, but such attempts risk violating the General Data Protection Regulation.
Inasmuch as they have the potential to reduce the amount of data available for learning, both the
requirement for consent and the ability to withdraw consent pose a threat tothe advancement of
Al. In addition, data subjects have the right to request that their informationnot be processed under
certain conditions. In the case of big data, for instance, a company maycollect a large amount of
data for machine learning purposes only. Given that each data subjecthas consented, this Al
model is lawful and unrestricted, regardless of the data collection mechanism. Consider the
possibility of a data subject or group of data subjects withdrawing their consent. While the
preceding processing was permissible, any future processing or disclosure of these particular
data points would violate the General Data Protection Regulation (GDPR). Given that Al
continues to learn from previous data, the question is how to prevent Al from learning from this

input while maintaining its prior development.

This is illustrated by the current concept of deep learning based on neural networks, which
depicts how Al's development is dependent on the use of a large quantity of data to continuously
adapt to it’s surroundings. In theory, refusing consent and continuing learning viathe processing
of previously learned behaviours would constitute a breach of the General DataProtection
Regulation (GDPR). Consider the case of an Al system that learns how to respond to irate
customers using tonal patterns based on accumulated data. Then, one of the data subjects
requests that the controller cease processing his or her voice data. Under the GDPR, all prior
learning would continue to be valid, but the Al would no longer be able to construct algorithms
using these precise data references. All indications point to the Al's inability to continue learning

with these data, as any subsequent learning processing would be a derivative of the original set,
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which contained the withdrawn data. If the Al were to reclaim its role, it would require new data
unless the processor could isolate the learning thread that had been incorporating the now-non-
consensual input. Since the current Al model is based on neural networks that connect all data
sources, future isolation is unlikely. The consent clause of the GDPR is anticipated to result in
either widespread Al regression or ongoing liability issues forthose who continue to derive

insights from unlawfully processed data. (Humerick 2006)

2. Right to be Forgotten / Right to Erasure

In addition to the right to provide and withdraw consent, Article 17 of the GDPR grants data
subjects the right to have their personal information removed from the system. Article 17's
"obligation™ to destroy all personal data "without undue delay" is triggered by a number of
events, including the revocation of consent. (GDPR A. 17) Moreover, if the data sought to be
erased is in the public domain, the controller must take reasonable measures to notify other
controllers that the data subject must erase the data as well as any links to it or copies of it.
Because all copies of the data must be erased, a single exercise of Article 17's right to be

forgotten may have a negative impact on the operations of multiple controllers.

Similar to the exercise of the right to agree, the right to be forgotten has the potential to impede
Al's development. The European Commission warns that erasing personal data that is part of a
larger set of big data may have a negative impact on the accuracy and dependability of the Al.
For instance, when Al algorithms undergo the process of machine learning, they utilise already-
available data to learn specific functions. Deleted data may result in algorithmic behaviours that
differ from those observed when the data was present, rendering the algorithm less stable,less
reliable, and less accurate at predicting future events. Consequently, according to some, personal
information used by Al may still be considered part of the neural network even after it has been

destroyed.

The fear of corporations illegally retaining personal data can be alleviated in part by requiring
them to retrain their existing Al models using this updated data set. This alternative would result
in the creation of Al, who would be perpetually threatened with extinction. To function properly,
the Al would need to relearn what it had previously learned, which would increase research and
development costs and cause delays. As a result, the Al market within the European Union

would be subject to unique risks, liabilities, and costs not found on other global Al markets,
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which could result in corporations ceasing operations with and within the European Union.

An alternative strategy to retraining the entire Al neural network is to develop algorithms for
unlearning specific data inputs. This enables organisations to combat the issue without having
to retrain the Al neural network in its entirety. This method will incur higher R&D costs and
additional development time, and GDPR compliance issues may still arise. Even though the
mechanics of forgetting information are unknown, businesses must develop procedures that
permit the isolation and deletion of personally identifiable information (PII) from a data set.
(Humerick 2006)

3. Right to Data Portability

The right to data portability enshrined in Article 20 of the European Convention on Human
Rights is an additional impediment to Al expansion. Article 20 of the GDPR grants data subjects
two fundamental rights: (1) the right to obtain their personal data from a controller, and (2) the
right to transmit those data to another controller without delay or further processing.(GDPR A. 7)
Consequently, these rights enable data subjects to contribute to the disseminationof information,
potentially reducing the amount of data collection effort required by smaller data controllers. In
contrast, the right to portability raises issues similar to those raised by the rights to consent and

erasure.

The right to portability requires the maintenance of systems to identify and isolate a person's
personally identifying information (PI1). This is a simple responsibility, as is the requirement to
provide the data subject with a structured report. The second right included in Article 20 may
cause problems for controllers: the right to communicate data to a third party other than the
controller. In addition to the ability to exercise their right to be forgotten and all the associated
concerns, data subjects can now also demand that data controllers give up their competitive
advantages. The acquisition of massive amounts of data is essential to Al's development under
its current model; massive data sets offer a significant competitive advantage. Companies invest
millions of dollars annually to improve their data collection processes. The ability to acquire or
extract this information from a data subject enables smallerbusinesses to collect comparable
quantities of personally identifiable data without spending asmuch money on data collection
operations. It is possible that the provisions of Article 20 will result in data parity, which will

ultimately lead to more competitive Al markets, which will benefit consumers. Consequently,
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businesses would have a less obvious advantage or disadvantage based on the quantity of data
available to them. Even though data parity may aidin the overall development of Al, it may also

increase enterprise risks and have a negative impact on Al.

Businesses must prioritise public relations and data security because customers can choose who
keeps their information; otherwise, data subjects may not trust controllers with their personal
information. When large-scale data breaches occur, for instance, consumers' sense of being
violated is immediately triggered. In this situation, consumers' lack of trust and willingness to
take corrective action will almost certainly result in a demand for the transfer or deletion of their
data. Thus, lavishly funded Al operations may become illegal or run out of money beforethey
can continue their development. While it cannot be said that corporate espionage and sabotage
will become more prevalent in the UAE, it may be contended that the potential consequences of
breaches and unfavourable publicity could be catastrophic for some organisations. Lastly,
consumer data portability rights are inherently fraught with the danger that a single misstep in

public relations could spell the end of otherwise promising Al operations. (Humerick 2006)

4. Right to Explanation

Article 22 of the GDPR protects an individual's right not to be subject to decisions based solely

on automated processing.

"Data subjects have the right to request human intervention and explanation if they do not
consent to the processing.” (GDPR A.22) Even though there are exceptions to this rule,
processors and controllers are still required to respect the rights, freedoms, and interests of data
subjects. Individuals have the right to be informed about automated decision-making, including
profiling. In addition, if a data subject requests it, he or she must be provided with “meaningful
information about the logic involved, as well as the significance and envisaged consequences
for the data subject.” (GDPR A.13)

Moreover, data subjects have the right to object to automated processing when it is carried outin
the public interest or when the data subject's fundamental rights and freedoms outweigh the
processing controller's or a third party's interests. In this situation, the controller must
demonstrate "compelling legitimate reasons for the processing which override the data subject's

interests, rights, and freedoms, or that the processing is necessary for the establishment,
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exercise, or defence of legal claims.” (Humerick 2006) Overall, the controller must convince
the court that its personal goals outweigh the highly valued and protected data privacy rights of
the people. Since the European Court of Justice (ECJ) vigorously defends consumer data privacy
rights, a controller must evaluate whether the risk of GDPR violation outweighs the benefits of
continuing to process the data. Even if the European Court of Justicerules in favour of the
controller, a data subject may be able to restrict the processing of his or her personally
identifiable information (PIl) in accordance with Article 18's right to restrict processing.

(Humerick 2006)

Models of unsupervised machine learning are impractical for businesses that rely on A.l. to
efficiently complete tasks. Article 22 guarantees the right to human intervention and explanation
of logic, necessitating that all decisions be explained. Unsupervised learning techniques, as
opposed to the supervised learning model, which uses labelled data sets to construct algorithms
and is supplemented by human oversight, enable Al to advance independently. Because there
are no data labels or correlations between the data elements, it may be impossible to track or
explain the Al's learning processes or decisions using unsupervised models. Even supervised
models may be difficult to comprehend, thereby jeopardising one of Al's most valuable
capabilities: the ability to make automated judgments and forecast. As a result of the GDPR's
expansive protection of data privacy rights, autonomy,and automation, two of Al's most valuable

characteristics, are difficult to utilise.

Although understandable, protections against individual profiling have the potential to eliminate
Al's economic value and its capacity to learn. Most commercial applications of aluminium aimed
at customers rely on analysis and forecasting based on the individual's uniquecharacteristics to be
effective. Individuals have the right to object to processing that is used to"analyse or forecast
aspects of a natural person's work performance, economic situation, health,personal preferences,
interests, dependability, behaviour, location, or movements." (Humerick2006) Using limited
profiling, it is not possible to learn from human, group, or individual behaviour, and it may not
be viable for long-term operational applications. Under the right to object, direct marketing,
which is a marketing strategy that analyses individual buyer behaviours to predict future
purposes in order to tailor advertisements to specific individuals, is also clearly identified as an
undesirable processing purpose. The objections to direct marketing lack a counterargument that

would allow controllers to continue operations if they could provide a reasonable justification.
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As a result of the GDPR, the commercial applicationof Al is constrained, which could result in

companies abandoning future investments in the technology. (Humerick 2006)

Conclusion

Individuals' dignity and autonomy are compromised when they are denied the right to participate
in decision-making processes that have a significant impact on their lives. In addition, it is
essential to determine whether they have the authority to wield such power, as well as who is
accountable for granting them such authority. Individuals and social processes could be
dehumanised if we believe that automated decision making is more equitable, successful, and
efficient. In addition to Article 22 paragraph 3 of the GDPR, which establishesa right to human
intervention, the European Group on Ethics in Science and New Technologies Artificial
Intelligence calls attention to the ongoing debate regarding the establishment of twonew rights:
the right to meaningful human contact and the right not to be profiled, measured, analysed, or
nudged.

In addition, autonomy and self-determination refer to the freedom of choice regarding the useof
artificial intelligence, which must be voluntary and informed. It is essential to protect people's
right to informational self-determination to ensure that they are always provided withrelevant
information when interacting directly with an artificial intelligence system or when providing
personal data to be processed by such systems. High-quality data protection and privacy
protection help individuals gain confidence in the manner in which their data is processed, which
encourages data exchange and, consequently, fosters workplace creativity. Solving the control
problem is a prerequisite for more powerful artificial intelligence systemsto benefit society in the

long run.
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